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There have many academic spin-off companies set up over the past decade to exploit
fundamental research in formal methods. Very few of these companies have survived, and
even fewer have made significant profits. In this paper, as co-founder and director of one
such company, I will give a brief history of the company, and discuss the challenges and
opportunities involved.

1 Formal Systems

Formal Systems (Europe) Ltd was founded in Oxford in 1989 to exploit the research on
CSP and Z done at Oxford University in the 80’s. This research had high international
recognition, and very strong links to UK industry. There is a very prestigious UK award
(the Queen’s Award for Technological Achievement) which is essentially an institutional
“knighthood”. In 1990, Oxford University and Inmos Ltd won this award for the devel-
opment of formal methods in the specification and design of microcomputers; this work
involved CSP and the occam programming language. The award cited that the use of
formal methods had reduced the development time of the IMS T800 Transputer by 12
months. In 1992, Oxford University and IBM won the award for the use of formal meth-
ods - notations, theories, and processes, and specifically the use of the Z notation - in
the production of the CICS transaction processing software. The award cited that formal
methods had reduced the development cost by an estimated half million dollars. For each
of these two awards, the Oxford team leaders (Bill Roscoe and Jim Woodcock) became
directors of Formal Systems, and several of the team members became full-time employees
(in particular, Michael Goldsmith became managing director).

During the early 90’s, Formal Systems developed the FDR model-checker for concurrent
finite state machines. FDR was developed as a result of collaborative work between Formal
Systems and Inmos Ltd as a tool for verifying VLSI designs. It was used extensively in the
design of the T9000 transputer and the C104 routing chip. Subsequently, it was used in the
design and verification of a fault-tolerant processing system for a high-reliability embedded
control system in conjunction with Draper Laboratories in the US. FDR found previously
undetected faults in the prototype developed by Draper, and was used in a redesign of the
software. This redesign was proved correct, and the final code was reduced 75 percent from
that of the original.

Given the above start, it was assumed that Formal Systems would quickly grow into a large
profitable company. Although successful, this growth has not yet happened. I will indicate
below some of the lessons we have learned, and indicate some new commercial strategies.
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3.1

Problems

Marketing problems with customers

reluctance to use new notation
confusion over multitude of formal methods

level of ability and experience needed to understand and design models simply too
high

correctness of software not crucial; post-production errors can be patched over inter-
net

formal methods seen as causing unacceptable delay in the development process

contact with customer is via their research department which comes to view you as
a competitor for resources

Technical problems

methods often do not scale
state-explosion in model-checking

difficult to make tool support usable for practitioners

Internal problems

good researchers are often not good at marketing
resistance of academics to a change of culture

temptation to become subdepartment of university

Some solutions

Simplify notations and combine methods

Most of the current work at Formal Systems involves the use of FDR, which explores the
behaviour of a pair of processes, using the operational semantics of CSP to determine
whether one process (the implementation) refines another (the specification) or, if not, to
find a counterexample by producing a behaviour of the implementation not found in the
specification. Using the same language for describing both systems and properties greatly
simplifies stepwise refinement and compositional development (see [R]). It also presents the
user with only one notation to master.



It is clear that some system properties are best described in terms of state changes and
others in terms of communications. It is also clear that automated verification, if pos-
sible, is sometimes more efficient via theorem-provers and sometimes more efficient via
model-checkers ([RSR],[RSG]). Using action systems, it is possible to give a state-based
approach within the semantics of CSP ([B],[M]), and thus use FDR to check state-based
properties. Recent work in [RS] gives a technique for coupling specification and verifica-
tion of components within a system using state-based specification and theorem-proving
on some components and event-based specification and model-checking on others. This
work is based on the theory of refinement in the semantic models of CSP.

Recent work [OR] has also shown how the semantics of (real-time) Timed CSP [RR] can be
translated into a discrete timed model for CSP in which properties can be model-checked
on FDR. Hence, it is now possible to specify and verify temporal behaviour within the
same notation.

3.2 Attack state-explosion and scaling problem

New compression techniques developed by Formal Systems over the past few years together
with increased processing power has significantly raised the number of states which can
be explored. It is now practical to explore O(10%) states at 107 per hour on standard
hardware. However, this is still not sufficient for many real-world problems.

Real advances to the problem are coming from the work in ([RI],[SRe],[SRo]) on data
independence and induction. The work in [RL] gives methods to calculate automatically
thresholds for model parameters such as size of data types, number of nodes, etc. If a
model is instantiated with parameters of at least the size of the thresholds and a property
is proved correct, then the property is established correct for all values of the parameter.
New induction techniques in [SRe] and combined with data-independence results in [SRo]
are also proving powerful techniques in the reduction of the state space. These techniques
allow FDR to formally establish properties of arbitrary branching networks.

3.3 Identify the most advantageous problem domain

As mentioned above, the original application domains for Formal Systems and FDR, were
in the design and verification of VLSI and embedded control systems. It was only when
noticing that a large percentage of the audience at an industrial course offered by Formal
Systems in Boston were from “security” agencies, that it became evident it might be benefi-
cial to produce applications in the domain of computer security. The resulting applications
to security protocols and information flow developed by Roscoe and Woodcock have since
achieved an almost benchmark status for applying model-checkers.

Currently, eighty percent of Formal System’s contracts are in the domain of computer
security and are funded by UK and US agencies. We are now moving into the commercial
security market.



3.4 Hide the formal methods from the customers

As noted, there is considerable resistance to the use of formal methods by potential cus-
tomers. One strategy is to hide the pain and only show the benefits.

In collaboration with GrammaTech Inc., and with funding from the US Office of Naval
Research, Formal Systems is engaged in a two-year project aimed at property-checking in
the UML context. The goal is to exploit state-machines which are created by the Ratio-
nal/ObjecTime Rose RealTime tool [RSC]. Such state-machines are currently relegated to
a documentary role. By applying FDR behind the scenes, it is possible to provide valuable
information to the user without reguiring their explicit knowledge of FDR [WRG].

Formal Systems is also currently negotiating with Motorola and Telelogic in the joint
development of a verification tool with SDL as the specification language with a translation
compatible to FDR. Such a tool would be of considerable use in telecommunications.

Gavin Lowe has developed the tool Casper [L] which allows security protocols to be specified
in the usual ASCII-fied script found in the security literature, and then be translated into
a script for verification by FDR. Hence, security protocols can be verified by people with
no previous experience of model-checking.

A new commercial strategy in the use of formal methods by Formal Systems is to establish
a “bank” for verified software. Software in the bank has been specified in conjunction
with its owner and (to the state-of-the-possible) verified by Formal Systems. It is held
for reusability, updating, and legal proceedings. It is not necessary for the owner to know
formal methods. Once software is in the bank, it becomes available as a “component” to
be used with only the necessity of verifying the connections between other components.
The use of formal methods is completely hidden from the customer, but provides a clear
benefit.

3.5 Bring in the suits

Finally, it is probably necessary to take on venture capital, buy in management and mar-
keting, and become greedy capitalists. Once over the culture shock, we can talk about the
good old innocent days while drinking margueritas in the Caribbean.
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