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Abstract

With the rapid grownth of networking and high-computingpower, the demandof larger and
morecomple software systemdhasincreasediramatically To dealwith the compleity in de-
signinglarge-scalecomplex software systemsthe conceptof component-basesbftwaredesign
hasgainedpopularityrecently However, in pursuingacomponent-basespproactthereareob-
staclesto be overcome. One of themis the state-&plosion problemin the formal verification
of large-scalecomponent-baseslystems.In this paper we introducea modelingtechniqueand
two condensatiotheorieso modelandverify component-basesbftwaresystemsOur conden-
sationtheoriesaremuchwealer thancurrenttheoriesusefulfor the compositionalerification.
More significantly ournew condensatiotheoriescaneliminatetheinterleared behaiors caused
by asynchronouslgendingactions. Therefore,our techniqueprovidesa muchmore powerful
meansfor the compositionalverification of asynchronougrocesses.Our techniquecan effi-
ciently analyzeseveral state-baseg@roperties:deadlockstateandreachablestate. The experi-
mentalresultsshaw a significantimprovementin the analysisof large-scalecomponent-based
systems.

1 INTRODUCTION

With the rapid grownth of networking and high-computingpower, the demandof larger and
morecomple software systemshasincreasediramatically Examplesncludeweb-basedys-
tems,multimediasystemstelecommunicatiosystemsintelligentagentssystemsflight control
systemspatiencemonitoringsystemsrobotics,virtual reality systemsandsoon. However, the
developmenbf large-scaleandcomple softwaresystemss muchmoredifficult anderrorprone.
Thisis dueto thefactthattechniquesindtoolsfor assuringhecorrectnesandreliability of soft-
waresystemdag far behindthe increasinggronth of sizeandcompleity of softwaresystems.
The resultsare unreliableand poorly performingapplications delayedprojects,and consider
ablecostoverruns. In orderto improve the usability andreliability of large-scalesystemsthe
supportingechniquesnddevelopmentoolsneedto be greatlyenhanced.

Formal verificationis rapidly becomingacceptedas a promisingand automatednethodto
verify thecorrectnessf softwaresystemsDespitemary worksin theareaof formalverification,
one of main bottlenecksso far is the stateexplosion problem. When the size of a software



systemincreasedinearly, the analysiscompleity of the systemcouldgrow exponentially The
capabilityandperformancef currenttechniquestill cannotefficiently verify typicallarge-scale
softwaresystemsn practice.

A technique‘compositionalverification”, which is consideredmore suitablefor analyzing
well-definedsubsystemssuchascomponent-baseslystemshasbeenproposedy researchers
to dealwith the state-&plosionproblemof large-scalesystemsHowever, currentcompositional
verificationtechniquesreefficientonly for verifying event-basegropertieof synchronougro-
cessesln this papeywe introducea modelingtechniqueandtwo condensatiotheoriego model
andverify component-basesbftwaresystemsOur condensatiotheoriesaremuchwealer than
currenttheoriesusefulfor thecompositionalerification. More significantly our new condensa-
tion theoriescaneliminatetheinterleaved behaiors causedy asynchronouslgendingactions.
Therefore,our techniqueprovides a much more powerful meansfor the compositionalveri-
fication of asynchronougrocessesOur techniquecan efficiently analyzesereral state-based
properties:deadlockstateandreachablestate. The experimentalresultsshaw a significantim-
provementin the analysisof large-scalecomponent-basesystems.

2 THE MODEL

This sectionintroducesa model, namelymultisetlabeledtransitionsystemgMLTSsin the
sequel). MLTSs are closely relatedto labeledtransition systemqLTSsfor short) which are
intensiely usedasa state-spacenodelin the family of processalgebras.Therearethreedis-
tinguishingfeaturesbetweenMLTSsandtraditional LTSs. First, the label of a transitionis a
multisetof actionsin MLTSsinsteadof oneactionin LTSs. Secondwe malke a cleardistinc-
tion betweersynchronouslgommunicatingictionsandasynchronouslgommunicatingctions.
Third, thecompositiorof traditionalLTSsis for synchronougrocessesnly, while thecomposi-
tion of bothsynchronousindasynchronouprocessesanbeachieredin MLTSs. Thesdeatures
of MLTSspromisethedevelopmenbf anenv mechanisnfior compositionaVerification. With the
useof thenew mechanismthe high analysiscompleity of large-scalesystemscansignificantly
bereduced.
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Figurel: MLTS specificatiorof asener.

Thebehaior of aprocescanbe modeledby anMLTS. An MLTS consistf statestransi-
tions,actions,andoneinitial state In graphicakrepresentationf MLTSs,a stateis denotediy a
shadectircle, andatransitionby a solid arrav labeledwith actions Theinitial stateis pointed
outby adottedarrow.

A statein MLTSscould be interpretedasa condition. The statesof an MLTS describethe
possibleconditionsof a processFor instanceFigurel givesanMLTS which specifiesa sener.
The conditionof SER/ERIs eitherreadyto accepta requesistateReady or busyin retrieving
data(stateRetrieve-datd. The stateof anMLTS is changedy the executionof actions Once
SER/ER performsthe action of receving request{Receive-Rég the conditionof SER/ERis



changedirom stateReadyto stateRetrieve-data The condition of SER/ER returnsto state
Readyafter SER/ER sendsout data(actionSend-data An initial stateis the conditionat the
begginning. Theinitial stateof SER/ERis Ready

The relationshipof statesandactionsis representedby transitions A transitioncontainsa
startingstate oneor moreactions andanendingstate For example transition(ReadyReceive-
Req,Retriese-datd indicatesthat stateRetrieve-datais readablefrom stateReadyby the exe-
cutionof actionReceive-Redn thefollowing, wefirst give theformal definitionof MLTSs.

Definition 2.1 Multiset Labeled Transition SystemgML TSs)

¢ A multi-set MSconsistof asetD s andamappingMS Dss — N, whereN = {1,2,3,..} is
thesetof positive integers.MSis saidto bea multi-set of a setSiff (if andonly if) Dy;s C S

e A MLTSisaquadruplgS, X, T, s;in), Where

1) Sis asetof states s;,, is theinitial state

2) X, whichis a setof actions (transitionlabels),comprisesnvisible (or internal) action (7)
andcommunicatingactions X, whereX consistof X, (synchronouslycommunicatingac-
tions), ¥, (asynchmonously sendingactions, andX . (asynchronouslyreceving actions);
and

3) T C S x My, x Sisasetof transitions suchthatV (s, ms, s’) € T: m; is a non-empty
multisetof X....

In MLTSs, a transitionis labeledwith a multisetof actions. A multisetconsistsof count-
able objects. This meansthat an actioncan have multiple instancedn a transitionlabel. We
usesyntronouscommunicatiorand/orasyn@ironouscommunicatiorasthe primitive meansof
communicatiorbetweerprocessesSyntironouslycommunicatingctions(X,,,,) in MLTSsare
usedto specify unkuffered modeof synchronoucommunicationwhich is usually referredto
ashandshakingr rendezeuscommunicationSynchronougsommunicatiorbetweerprocesses
is performedthrougha simultaneougxecutionof actionswhich readfrom or write to a shared
channelln otherwords,actionswhich readfrom or write to asharedchannelhave to take place
atthesametime.

Thesemantic®f asynchronoumteractionof MLTSsis essentialljthe sameasasynchronous
messag@assingusedin NIL [5] andPLITS [2]. In asynchronousommunicationa sending
processis not blocked to wait for its communicatingpartners. Oncea messages ready the
procesds free to performits asynchronouslgendingaction. Messagesvhich have not been
receved by receversare storedin the buffers of channels.In MLTSs, the channelbuffers of
asynchronousommunicatiornave unboundeaapability An asynchronouslyeceving process,
asin the caseof synchronouzommunicationmay be blocked in orderto wait for messages.
Notethatchanneldor synchronougsommunicatiorhave no buffer for the storageof messages,
sincesynchronousommunicatiorbetweerprocessehasto take placeatthe sametime.

3 DEADLOCK STATE AND REACHABLE STATE

In this section,we focuson the propertiesof deadlockstatesandreachablestates.A stateis
saidto bereatablein an MLTS if the statecanbe reachedrom theinitial statevia directed
edgesRecallthata statein MLTSscouldbeinterpretecasa condition. Thus,areahablestate
canbeconsideredsa possibleconditionthata processr systemcanreach.



A systemis saidto be deadloking if the systemhasreacheda condition (state)suchthat
the systemcannotdo arything. In practice,a deadlo& statereflectsa failure or successful
terminationof a system.n orderto distinguishfailurefrom successfulerminationwe presere
the conditionsof deadlockingsystemsj.e., deadlo& states Fromthe inspectionof deadlo&
states we caneasilydeterminewhethera deadlockingsystemfails or successfullyterminates.
In addition,a deadlo& state which providesdetailedconditionsof the whole systemjs useful
for deluggingandmodifyinganimpropersystendesign.Thefollowing definegeadablestates
anddeadlo& statesn MLTSs.

Definition 3.1 (ReachableStates)
Let(S,X,, T, sin) beanMLTS. A statesis readablein (S, X,, T, s;,,) iff
1)s=g, or
2)3 (9, My, S) ... (Se1, My, S;) suchthat
i) n > 1,0i) S = Sip, i) S, =s,andiv) V1<j<ni(sj_1,m;,8) €T.

Definition 3.2 (Deadlock States)
Let(S,X,, T, sin) beanMLTS. A statesis adeadlo& stateof (S, X,, T, S, iff
1) sisreatablein (S, X,, T, s;,) and2) 7 (s,m, s’) € T (shasno outgoingtransition).

4 CONDENSATION THEORIES FOR MLTSs

Thissectionpresent®urnewly derivedcongruenceheoriesfor thecompositionaVerification
of deadlockstatesandreachablestates We call our congruenceéheoriedOT-failure equivalence
and IOT-stateequivalence I0T-failure equivalencepreseres the propertyof deadlockstates
while 10T-stateequivalencepreseresthe propertyof reachablestates. We will explain these
two congruenceheoriesusingsimpleexamples.

4.1 Pathsand Input/Output-T races(lO-Traces)
The computationof an MLTS canbe describedn termsof paths. A pathis an alternating
sequencef statesandtransitionan MLTSs.For example MLTS P; in Figure2 hasa path
o7 ={%0, (S0, Chy, 1), 81, (51, Che |, ), , (92, Chy !, 3), 3, (S3, Chy, 1), s}
For simplicity, we alsowrite patho7; as
{s0,Chy, s1,Chy I, 55, Chy 1, 53, Chy, s4}.
Similarly, MLTSP;_ in Figure2 hasa path
o7-c ={%, (Ch, Chy |, Chg 1), 83, Chy, s4}.

Patho; meanghatif thelocal conditionof MLTS Py is statesy, thenPs7 is readyto sequen-
tially executeactions{Ch;, Chy !, Chs !, Chy} andto sequentiallyreachstates{s;, s, S3, &4 }-
However, the executionalong path oy may fail dueto someconditionoutsideMLTS P, i.e.,
the environmentconditionof P;. In otherwords,for the occurrenceof a pathto be successful,
we needto consideitheglobal conditionwhich consistf alocal conditionandanervironment
condition.

We uselO-tracesin orderto deduceandcomparethe global conditionsrequiredfor the oc-
currence®f paths(actions).lO-tracesarederived from pathsby removing somedetailswhich
areirrelevantto the succes®f paths’occurrencesBasedon |O-traces we have developedlOT-
failure equivalencendlOT-stateequivalencaaspresentedh thefollowing sections.
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Figure2: Exampleof pathsandlO-traces.

An |O-traceconsistof i) a startingstate,ii) anendingstate,andiii) a sequencef multisets
of actions.Informally speakingan|O-traceis derived from a pathby

1) removing intermediatestates,

2) replacingatransitionwith two orderedelementgmultisets),.e., i) its environmentpre-

conditionandthenii) its ervironmentpost-condition

3) remaving emptymultisetsof actions,and

4) summingup adjacenimultisetsof ervironmentpost-conditions

The environmentpre-conditionof a transitionconsistsof syndironouslycommunicatingac-
tionsandasynéironouslyreceivingactionswhich arelabeledon thetransition. Theervironment
post-conditionof a transitionis representedy asyntironouslysendingactionslabeledon the
transition. The executionof invisible actionsdoesnotinteractwith theervironment. Therefore,
invisible actionsarenotincludedin IO-traces Let usconsidefMLTSsin Figure2 asanexam-
ple. AssumethatCh, andCh, aresynchronougommunicatiorchanneldetweerprocessefr;
andPg. It is clearthatthe environmentpre-conditionof transition(sy, Chy, ;) is {Chy }; the
ernvironmentpost-conditiorof transition(sy, Chy, 1) is null. Now let usderive the |O-tracefor
thepatho7 = {5, Chy, s, Chp |, 9, Chy !, 53, Chy, &4} in MLTS P; above. After 1) removing
intermediatestatess;, s, ands;, and?2) replacinga transitionwith its ervironmentpre-condition
andthenits ervironmentpost-conditionwe get

S, {Chi}, {} {} {Ch !}, {},{Chs '}, {Chu}, { }, 5.

After that,weremove emptymultisetsof actionsandsumup adjacenmultisetsof environment

post-conditiongor asyntironouslysendingactiong. As aresult,thelO-traceof pathoy is
I0To7 = 50, {Chy }, {Chy !, Chg 1}, {Chy}, .

Similarly, we canderive thelO-traceof patho7_¢ = {s, (Chy, Chp I, Chg 1), s3, Chy, 54} in

MLTSP;_c abore as
I0To7¢ =, {Chi}, {Chy !, Chg 1}, {Chy}, 4.

Frompathso; andor_ ¢, we canseethattwo differentpathsmighthave anidenticallO-trace
IO-tracesareusefulfor predictingthesuccessfubccurrencesf paths(or actions).Basedon 10-
traces IOT-failure equivalenceand IOT-state equivalencewill be presentedn the following
sections.



4.2 10-Trace Failures(IOT-Failures)

In orderto efficiently analyzealarge-scalesystemit is desirabldo eliminatedatawhichareir-
relevantto theverificationof interestingoroperties Our IOT-failure equivalencés developedfor
thecompositionalrerificationof deadlockstates This meanghatlOT-failure equivalenMLTSs
are interchangeabl@ the compositionalverification of MLTSswithout loss of ary deadlock
state.|OT-failure equivalencas very usefulfor reducingthe size (compleity) of MLTSswhen
we focuson the propertyof deadlockstates.

Informally speakinganlOT-failure for anMLTSis apair consistingof i) anlO-tracet starting
from theinitial stateandii) the setof environmentpre-conditiongor the outgoingtransitionsof
theendingstateof t. In addition,the endingstateof the |O-tracet abore shouldbe stable

A states is saidto be stableiff s doesnot have ary out-transitionwhoseernvironmentpre-
conditionis empty;otherwises is non-stable In otherwords,only stablestatesarecandidates
for the constructiorof deadlockstatespecausa non-stablestatehasat leastoneout-transition
whichis guaranteetb be executablen ary conditionof the ervironment.

Let usconsideMLTS Py in Figure2 asanexample.In MLTS P, bothtransitions(s;, Ch,
I, $) and(s;, Chs !, 53) have anemptyernvironmentpre-conditionbecauséhey executeneither
syndironouslycommunicatingction nor asyn@ironouslyreceivingaction Therefore statess
ands, arenon-stable In contrast,statessy, &3, S4, ands; arestable Thesestablestatesare
reachedrom theinitial states, via thefollowing 10-tracesrespectiely:

10T =9, ¢, S0,

I0To3 =, {Chi}, {Chy !, Chy 1}, s,

I0Tos =5, {Chi }, {Ch !, Chs '}, {Chy}, 54, and

I0Tos = %0, {Chy}, {Chy !, Chy 1}, {Chs 2}, s5.
FromthesestablestatesandlO-traces we getfour I0T-failuresin MLTS P5:

IOTFg = (I0Toy, {Chy }),

IOTF3 = (I0To3, {{Chy}, {Chs ?}}),

|OTF4 = (|OT0‘4, d)), and

IOTFs5 = (I0Tos, ¢).

IOT-failuresIOTF4 andlOTF5; have anemptysetof environmentpre-conditionssincestates
s, ands; have no out-transition. Statesz hastwo out-transitiongss, Chy, s4) and(ss, Chs?, s5).
Transition(ss, Chy, s4) hasan environmentpre-condition{Chy }, andtransition(sz, Chs?, S5)
hasanervironmentpre-condition{Chs ?}. Therefore the setof ervironmentpre-conditionsof
|OT-failure I0TF; is {{Chy }, {Chs ?}}.

Two MLTSsL; and L. aresaidto be |IOT-failure equivalentff L; andL»s have the sameset
of IOT-failures ForinstanceP; ¢ in Figure2 alsohasfour I0T-failures|OTFy, IOTF3, IOTF,,
andlOTFs. Thus,MLTSsP; andP;_¢ in Figure2 arelOT-failure equivalent Similarly, MLTSs
Ps andPg_ in Figure2 arelOT-failure equivalentaswell.

IOT-failure equivalencas a congruencen termsof deadlockstates. Therefore |OT-failure
equivalentMLTSsareinterchangeabla the compositionalerificationof MLTSswithoutloss
of ary deadlockstate.For example,from the MLTSsin Figure2, we cancomposdwo MLTSs
asshavn in Figure 3. Without verifying thesetwo MLTSsin Figure 3, we canguaranteahat
they have the samesetof deadlockstatesij.e., S5 2,1,1,0) aNdS(4,3,1,1,1)-
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Figure3: Deadlock-statequivalentMLTSs.

4.3 |0-Trace States(IOT-States)

IOT-stateequivalences developedfor the compositionalerificationof reachablestates.An
IO-trace state (I0T-state)is an IO-trace startingfrom the initial state. Two MLTSsare said
to be 10T-state equivalentif they have the sameset of I0T-states 10T-state equivalencds
a congruencen termsof reachablestates. This meansthat IOT-state equivalentMLTSs are
interchangeabli the compositionalerificationof MLTSswithoutlossof ary reachablestate.

PO.._ chi 1t Ch2 P@C.._ch1  ch2
0 > e 4 :Z ‘.O_’I—PZ
cha|- t 3 5
2 3

Figure4: Exampleof |OT-statesand|OT-stateequivalentMLTSs.

As asimpleexample let usconsideMLTSsPy andPy_ ¢ in Figure4. AssumethatCh; and
Chy aresynchronougommunicatiorchannels.Statess,, s, andsz in MLTS Py areconcisely
representetly amacrostatein MLTS Py . We canseethatMLTSsPy andPy_ ¢ arelOT-state
equivalenbecausehey have the samesetof I0T-states

I0TS =%, ¢, S0,

0TS =%, {Ch }, s1,

0TS, =5, {Chi }, s,

0TS =5, {Chi }, s3, and
I0TS, =5, {Chi }, {Chp}, s4.



5 CONCLUSION

This paperpresentsa new modelingtechniqueand two newv condensatiortheoriesto re-
ducethe stateexplosionproblemof asynchronougrocessesswell assynchronougprocesses
in component-basesdoftware systems. Our condensatiotechniguehasreasonableomple-
ity (polynomialin the numbersof statesandtransitions). From the experimentalresults,our
techniguepromisesa much more efficient analysis,especiallyfor asynchronougprocessen
distributed systems.The condensatiottheoriescanbe appliedto Petrinetsmodeltoo [6]. The
currentversionof our techniquefocuseson the analysisof deadlockstatesandreachablestates.
Neverthelesswe believe that a more elaboratedextensioncan be usedto verify mary other
importantsafetyandlivenesspropertiesof distributed systemssuchasaccessibilityand event
sequencedAn extensionof ourwork is currentlyunderstudy
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